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Cybersecurity Trends in 2022
What Accountants in the Public Sector Should Know About Cybersecurity

Objectives

1. Understand top current and 
emerging cyber threats.

2. Learn how financial professionals 
can help protect their organization’s 
data, even if they aren’t in IT or 
infosec.

3. Identify various methods/tools for 
managing cybersecurity risk to 
enhance data security and 
encourage compliance.

Agenda

1. Current State of 
Cybersecurity

2. The Financial Professional’s 
Role in Cybersecurity

3. Managing Cybersecurity 
Risk
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Current State of Cybersecurity

 60% of knowledge workers are remote, 
and at least 18% will not return to the 
office.

 By 2025, 45% of organizations worldwide 
will have experienced attacks on their 
software supply chains, a three-fold 
increase from 2021.

Threats Are Ever Changing…

Source: Gartner

Top Trends

Gartner Says: 1. Attack surface expansion

2. Identity system defense

3. Digital supply chain risk

4. Vendor consolidation

5. Cybersecurity mesh

6. Distributed decisions

7. Beyond awareness
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Public Sector Trends

Cybersecurity should be a top concern for state and local 
governments!

44% of global ransomware attacks in 
2020 targeted municipalities.

Source: Barracuda Networks

Why Are State and Local 
Governments Targeted?

1. Number of local governments

2. Holders of sensitive information

3. Inadequate cybersecurity

4. Financial constraints

5. Use of IoT

Source: Barracuda Networks

Source: Government Technology

Current Regulatory Landscape

CURRENTLY: The U.S. 
has no comprehensive 
national cybersecurity 
law.

CMMCPCI 
DSS

GDPR CCPA
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Upcoming Changes in the 
Regulatory Landscape

New 
cybersecurity 
regulations 
are coming!

The Financial Professional’s Role in 
Cybersecurity

Know the “Crown Jewels”

Crown Jewels: Data without which your business would have difficulty 
operating and/or the information that could be a high-value target for 

cybercriminals.

Source: National Cybersecurity Alliance
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Protect the “Crown Jewels”

Finance Cybersecurity

Better Protection of Crown Jewels

Participate in/Champion
Organizational Initiatives

 Compliance (e.g. PCI)
 Business Impact Analysis
 Data Governance
 Incident Response

Compliance Initiatives

All security related compliance initiatives 
require organization-wide support.

•Input from business units may be needed to 
fulfill control requirements

•Implementation of/changes to security 
controls may impact business 
processes/systems
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Compliance Initiatives –
Examples 

Business Impact Analysis

Informs business continuity and 
disaster recovery activities

Identify 
dependen
cies, risks, 

and 
impacts

Identify 
Critical 
Business 
Processes

Identify 
RTOs and 
RPOs

Business Impact Analysis
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Data Governance

Data 
Governance

Informs
Protection 
of Data

Know Your Role in 
Incident Response

Preparation

Detection & 
Analysis

Containment, 
Eradication & 
Recovery

Post‐Incident 
Activity 

Senior Leadership Tabletop
Exercises

Interactive, discussion-based exercise focused on an organization’s 
response to a security incident. Potential topics:

Bringing Systems 
Offline

Paying Ransom

Notification
Requirements

Communication
Considerations
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Be Aware of Common
Schemes 

BEC: Business Email Compromise

Criminals send an 
email message that 
appears to come from 
a known source 
making a legitimate 
request.

Source: FBI

BEC Scenarios

A familiar vendor sends an invoice 
with an updated mailing address.

CEO asks her assistant to purchase 
dozens of gift cards.

Homebuyer receives a message 
from title company with 

instructions for wiring down 
payment

Source: FBI

How Criminals Carry Out
BEC Scams

Source: FBI

A scammer might:

 Spoof an email account or website

Slight variation on legitimate email address

 Send spearphishing emails

Looks like it’s from a trusted sender

 Use malware

Malicious software that can gain access to legitimate email threads
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Don’t Fall for BEC Scams

Source: FBI

Be careful what you share on social 
media.

Don’t click on anything in an unsolicited 
email or text.

Carefully examine email address, URL, 
and spelling in emails.

Don’t open attachments from anyone 
you don’t know.

Managing Cybersecurity Risk

Compliance vs.
Risk Management

Prescriptive, tactical, check-the-box

Predictive, anticipatory, strategic
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Compliance vs.
Risk Management

RISK COMPLIANCE

 Adaption to threats 
is fast

 Continuous 
improvement

 Risk is tied to 
processes

 Focus of risk is 
uncertainty

 Risk programs are 
internal

 Adaption rate in 
regulatory agencies is 
slow

 Starting point for security
 Tied to a set of 

requirements
 Focus of compliance is 

adherence
 Compliance is tied to 

external bodies

Security 
Program

Security Risk Management
Concepts/Best Practices

 Take a risk-based approach

 Develop a cybersecurity risk management strategy

 Adopt a cybersecurity risk management framework

 Don’t stop at compliance

 Implement defense-in-depth

 Apply metrics to measure effectiveness

 Test your incident response and disaster recovery plans

Risk Assessment

 All information security activities  should 
be based on risk assessment

 Threats/risks vary from organization to 
organization

 Based on identified risks, the appropriate 
level of control can be implemented
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Security Frameworks

NIST 800-53 rev. 5
NIST Cybersecurity Framework v1.1

ISO 27001/2CIS Controls V8

NIST CSF

 23 Categories
Think of these as control objectives

 108 Subcategories
Think of these as controls

 5 Functions 
Identify, Protect, Detect, Respond, Recover

NIST CSF Structure

Function

Category

Subcategories
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Orient
Create a 
Current 
Profile

Conduct a 
Risk 

Assessment

Create a 
Target 
Profile

Implement 
Action 
Plans

Determine, 
Analyze & 
Prioritize 

Gaps

Prioritize &
Scope

Applying the CSF

Negative Effects of Poor
Risk Management

 Inability to secure funding for cybersecurity 
initiatives
 Inability to prioritize cybersecurity initiatives
 Reputational damage in the event of a security 

incident
 Financial loss due to fines and/or lost revenue

Key Takeaways

The current cybersecurity threat and regulatory 
landscape is changing rapidly.

Financial professionals also have responsibility to 
assist with and promote cybersecurity initiatives. 

Continued awareness of threats and common 
schemes is imperative for financial professionals.

Both risk management and compliance comprise an 
effective security program.
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