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Task Force and co-authored Management Override: The Achilles Heel of Fraud Prevention. Dave is the past-chair
of the AICPA Federal Accounting and Auditing Subcommittee and has served on the AICPA Governmental
Accounting and Auditing Committee and the Government Technical Standards Subcommittee of the AICPA Profes-
sional Ethics Executive Committee. Dave chaired the Fraud Risk Management Task Force, sponsored by COSO and
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under SAS 99, Consideration of Fraud in a Financial Statement Audit. He has been an instructor for the George
Washington University masters of accountancy program (Fraud Examination and Forensic Accounting), and has
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individuals who have made significant contributions to the education and training of government financial
managers”).
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Plan for This Session ...

Fraud Happens

Anti-Fraud Guidance

Managing the Business Risk of Fraud

COSO Internal Control Update and Assessing Fraud
Risk

COSO-ACFE Task Force and the Fraud Risk
Management Guide

The Future: What to Expect
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Billy-Bob ...
Is fantastic ...

Has been with us for years ...

Does ALL of the accounting stuff so that we can focus
on more important things ...

Works long hours and many weekends ...

Never takes a vacation ...

Works for very modest pay and never asks for a raise
(we think he inherited some money/retired after a
successful career in some other field) ...

Has turned down offers to work elsewhere for more
money because he believes in our mission ...

Cotton:
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Mary-Lou ...

Is fantastic and totally dedicated to our mission ...
Has been our executive director since our founding ...
We wouldn’t be where we are today without her ...

Is a “hands-on” and “no nonsense” executive and
makes all of the important decisions ...

Works long hours and most weekends ...
Never takes a vacation ...

Knows everyone on the board and personally
recommended each one ...

Makes board service easy, because she really runs the
organization with an iron hand ...
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Fraud Happens ...

Four words precede EVERY fraud:

Eight words follow EVERY fraud:
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The Case of the Trusted
Treasurer
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Rita Crundwell
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Rita Crundwell

Born Jan 10, 1953

Grew up on a family farm near Dixon, lllinois (population
~15,000; boyhood home of Ronald Reagan)

Appointed treasurer/comptroller of Dixon in 1983
Embezzled ~$53 million from the city from 1990 to 2012

*+ 1991--5181,000; Dixon’s 2012
* 2008--$5.8 million budget was
Arrested April 17, 2012 ~$17 million

Pled guilty on November 14, 2012

Sentenced to 19 years and 7 months in prison on February
14, 2013
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How Did She Do It?

Opened a bank account called Reserve Sewer Capital
Development Account (RSCDA) with herself as the only
signatory

Moved City funds into a legitimate City account—Capital
Development Account (CDA)

Created phony invoices that she paid with CDA checks
payable to “Treasurer”

Deposited checks into the RSCDA

Used funds to run her thoroughbred horse farmand g
business and on “prize-winning horses, expensive \
jewelry, luxury cars and even birthday bashes in Venice

”
Beach, Fla.”*
*Source: http://www.huffingtonpost.com/2013/02/06/rita-crundwell-sentencing_n_2633791.html
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Rita’s $2.1 Million Motor Coach
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How Did She Get Caught?

While Rita was away at a horse show, another city
employee stumbled upon the secret account.
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Psychopath or Sociopath?
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Psychopath or Sociopath?

... prosecutors noted that while Crundwell was stealing from the city, she
repeatedly argued for painful spending cuts at budget meetings. She claimed the
shortfalls were the result of an economic downturn and late payments from
lllinois' state government, according to prosecutors.
”Day after day, for more than 20 years, (the) defendant would work with
employees of the city of Dixon and interact with citizens in her capacity as
comptroller while lying about the reason the city of Dixon lacked funds," U.S.
Attorney Gary Shapiro wrote.
... the impact of the theft: Police could not afford to upgrade squad car radios or
make new hires, streets could not be resurfaced, a waste water treatment facility
had to be delayed and the city had to issue $3 million in bonds to cover financial
obligations.
“... prosecutors included a news article about Crundwell's 2010 birthday party in
Venice Beach. Paid for with the help of stolen money, the party had live music,
prime rib and jumbo shrimp cocktails.
"Rita was gorgeous as always in one of her trademark "must have' coats," said the
article in GoHorseShow.com.

Source: http://www.huffingtonpost.com/2013/02/06/rita-crundwell-sentencing_n_2633791.html
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Dixon, IL — Outcomes

Attorneys fees for investigating the fraud and negotiating
settlements with accounting firms and the bank totaled $10
million

Settlement with the CPA firm that assisted Dixon with
accounting and financial management: $35.15 million
Settlement with the CPA firm that performed Dixon’s annual
audit since 2006: $1 million

Settlement with the bank where Dixon’s accounts were
maintained and where Crundwell set up the bogus account:
$3.85 million

Dixon, IL — Outcomes

Bottom Line:
Amount misappropriated by Crundwell: ~$54 million

Attorneys fees: ~$10 million
Loss to Dixon: ~$64 million
Recovery from sale of Crundwell assets: ~$10 million
Settlement with accounting firm: ~$35 million
Settlement with audit firm: ~$1 million
Settlement with bank: ~$4 million
Dixon’s net monetary loss: ~$14 million

dcotton@cottoncpa.com
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What control procedure(s)
would have thwarted Rita’s
fraud?

Cor

FCl WASECA

Alow security federal correctional institution with a detention center.
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The Case of the the
Talented AGA Member
from Tennessee
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Case Study

The Talented AGA Member from Tennessee

Jeffrey Wayne Hughes, CGFM, CFE, MBA
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Case Study

The Talented AGA Member from Tennessee

Jeffrey Wayne Hughes has an impressive resume

BBA, Human Resources Management & Accounting, 2005, Univ. of
Northern Alabama

MBA, Management, 2008, Univ. of North Alabama
Auditor II, Tennessee Comptroller of the Treasury, Mar 2006 - Feb 2010
Regional Accountant, TN Dept. of Health, Feb 2010 — Sep 2010

Chairman of the Board, A Kid’s Place Child Advocacy Center, Jul 2014 —
Mar 2016

Lawrence County (TN) Commissioner, Sep 2014 — Mar 2016
Fiscal Director, Tennessee Dept. of Corrections, Sep 2012 — Apr 2016

Customer Service Representative, Amazon, Jun 2016 — Jul 2016

Cotton&
Company

Case Study

The Talented AGA Member from Tennessee
Jeff Hughes was a rising star at AGA

Finance and Budget Committee Member
Association of Government Accountants (AGA) AGA.
July 2015 — March 2016 (9 months) | Alexandria, Virginia )

‘(@' Honors & Awards

2008-2009 Nashville AGA Member of the Year
Nashville Chapter of AGA
May 2009

Innovative Idea Award
Nashville Chapter of AGA
May 2010

President's Award
Nashville Chapter of AGA
May 2014

Emerging Leader Award of Excellence
Association of Government Accountants
June 2014

Each year, AGA presents one or more crystal awards to nationally recognize younger government
o financial managers for notable contributions toward in financial Itis hoped that
COITlpaHY this recognition will encourage others to achieve early in their professional lives.

dcotton@cottoncpa.com
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NASHVILLE

NASHVILLE NOTES

CHAPTER

April 2009
Volume 31, Number 9

Do Volunteer Organizations Have Good Controls?
By Jeff Hughes

Cottoné
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Many of us belong to various clubs and
organizations in both our professional and
personal life. Most, if not al, of these
organizations collect money and write checks. Are
there controls in place to help prevent theft
though? | have noticed in some of the
organizations in which | am a member, people
volunteer their time dearly; however, most of
these have no financial background and do not
think of the checks and balances that should be in
place.

Just this January | was asked to take over the
Treasury position for an organization in Lawrence
County. All of the members of this organization
are volunteers and no one receives any
compensation for their time. The reason | was
asked if | would take over is because of my
background. This organization is the Board to the
13 volunteer fire departments within the County.

Another thing to consider is where the mail is
going. The organization | belong to does not
have a “physical” location, so there was not a
set mailing address. When | became
Treasurer | learned that mail was being sent
to about 3 or 4 different addresses. That type
of situation can cause a lot of confusion and
could allow unusual transactions to go
unnoticed. That stopped the day | was given
the checkbook. All mail is now routed to a
post office box in which only three people
have a key.

All organizations, no matter how small, must
have monitoring procedures in place.
Everyone hates having to balance a
checkbook but it is an essential part of life.
The previous Treasurer was the only person
involved in reconciling the bank account. Now
before the bank statement reaches me the

ASHVILLE CHAPTER

“Was it Voter Fraud” by Jeff Hughes

September / October 2010
Volume 34, Number 1

In the recent county general This case went to trial last week, and

elections that were held across the
state, the county | live in had an
interesting turn of events take
place. We had a person who lives in
Giles County decide that he wanted

to run in the Lawrence County After the case

the judge did declare that the Giles
County candidate was not a qualified
candidate for the race in Lawrence
County; however, he did not believe
‘fraud’ took place.

last week, | was

Sheriff’s race. In order to do so he  cyrious how one could live in one
only had to be a resident of county but vote in another so |

Tennessee and registered to vote in
that county. Well luckily this guy
owned a shack in Lawrence County
so the same day that he qualified to
be on the ballot was the same day
he became a registered voter in

looked at the voter application and
did some reading. | do agree that a
local election commission cannot go
looking at properties to see if
someone really lives there or not,
that just isn’t possible. So what does

dcotton@cottoncpa.com
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Case Study

The Talented AGA Member from Tennessee

Jeff Hughes was, until recently, seeking new employment

2
Jeffrey Hughes =
Seeking Management Position
Florence, Alabama Area | Accounting

Amazon, State of Tennessee, Association of Government
Accountants (AGA)
University of North Alabama

m Send Jeffrey InMail v 500+

@ hitps:/www.linkedin.com/in/jefreywhughes

% Summary

I am currently seeking a management position within Middle TN/Northern AL. | have a undergrad degree
CCotton{v in HR Management & Accounting as well as my MBA. | also have several years experience managing
ompany 50+ employees as well as multi-departments.

Case Study

The Talented AGA Member from Tennessee

What is the anomaly in Jeff’s impressive resume?

BBA, Human Resources Management & Accounting, 2005, Univ. of
Northern Alabama

MBA, Management, 2008, Univ. of North Alabama
. Auditor II, Tennessee Comptroller of the Treasury, Mar 2006 - Feb 2010
Regional Accountant, TN Dept. of Health, Feb 2010 — Sep 2010

Chairman of the Board, A Kid’s Place Child Advocacy Center, Jul 2014 —
Mar 2016

Lawrence County (TN) Commissioner, Sep 2014 — Mar 2016
Fiscal Director, Tennessee Dept. of Corrections, Sep 2012 — Apr 2016

Customer Service Representative, Amazon, Jun 2016 — Jul 2016

Cotton&
Company
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Case Study

The Talented AGA Member from Tennessee
Jeffrey’s life changed abruptly in April 2016

A

"

£
I N
Former Lawrence Co. commissioner indicted on theft, forgery charges

Posted: Apr 15, 2016 5:18 PM EDT
Updated: Apr 29, 2016 5:18 PM EDT

Posted by Stuart Ervin ¢ CONNECT

LAWRENCEBURG, TN (WSMV) - A former Lawrence County commissioner has been indicted for allegedly
stealing more than a quarter-million dollars.

Officials said Jeffrey Hughes is charged with theft of over $250,000 from Lawrence County Fire and Rescue,
and theft of over $10,000 from Crossroads Volunteer Fire Department. He is also facing 136 counts of forgery.

Cotton&
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Case Study

The Talented AGA Member from Tennessee
Jeffrey’s life changed abruptly in April 2016
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Case Study
The Talented AGA Member from Tennessee

Lawrenceburg
m@lﬂj WEATHER LOCAL-EVENTS

Monday. December 5. 2016

Former county commissioner garners twenty-seven
year sentence

Lawrenceburg Now

A former Lawrence County Commissioner. indicted earlier this year on more
than two hundred criminal charges for the theft of more than a quarter of a
million dollars from local fire departments, appeared in court for a sentencing
hearing Monday morning.

After hearing evidence in the case, Lawrence County Circuit Court Judge Russ
Parkes sentenced Jeffrey Hughes to a total of twenty-seven years, to be served
with the Tennessee Department of Corrections.

Cgﬁ?;%r}g Source: http://www.lawrenceburgnow.com/120516former.html

Case Study

79
TENTESSEE
COMPTROLLER
OF THE TREASURY

LAWRENCE COUNTY FIRE AND RESCUE, INC.
AND
CROSSROADS VOLUNTEER FIRE DEPARTMENT

Special Investigation

April 18,2016
Ca
Con. .,

dcotton@cottoncpa.com
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Case Study

According to the Comptroller’s Investigation

» Lawrence County Fire and Rescue operates as an umbrella
organization to facilitate the operations of the 13 volunteer fire
departments in Lawrence County, including Crossroads VFD.

Hughes served as treasurer for both

7

Lawrence County Fire and Rescue  [[ s commemonson & W
LARREHCTOURG, TH 36484 I e —
and for the Crossroads VFD mose (O ",
. . _giduaﬂdfm_’r'&t —Dalp O %
> Hughes misappropriated at least FuiST PARRIERS s
$254,266 by issuing unauthorized || __ I

fire and rescue checks for his Exhibits 1 & 2

f— |

LAWRENCE COUNTY FIRE AND REBCUE aunm
personal benefit | s e
petreCoob __ is&mo”
_éMomLé‘w(vaM@fL/*-— Dollars B [
===
FIRST FARMERS ‘4? V’; -
: PO e—— — Wl WO e
SRS ic -

Case Study
According to the Comptroller’s Investigation

> Hughes:

- Wrote more than 80 checks payable to cash totaling
over $188,679

. Wrote more than 80 checks totaling $42,491 to Walmart
... to purchase gift cards

- Made other improper withdrawals totaling $12,651

. Funneled $10,445 from the LCF&R account to the
Crossroads VFD account, then diverted those funds for

his personal use

. Misappropriated at least $10,800 from Crossroads VFD

Cotton&
Company
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Case Study
According to the Comptroller’s Investigation

Summary of Misappropriated Funds by Jeffrey Hughes | Amount Totals
Lawrence County Fire and Rescue
Method of Misappropriation

Checks payable to cash $188.679
Purchase of Walmart gift cards 42,491
Other improper withdrawals 12,651
Money funneled to Crossroads 10.445
Total Lawrence County Fire and Rescue $254.266

Crossroads Volunteer Fire Department
Method of Misappropriation

Checks payable to cash or Walmart $ 10.800
Total Crossroads Volunteer Fire Department $ 10.800
Total Misappropriation 265,066

This matter was turned over to the local district attorney general. On April 15, 2016, the Lawrence
County Grand Jury indicted Jeffrey Hughes on one count of Theft over $250.000. one count of
Theft over $10.000, and 136 counts of Forgery.

[

Case Study
According to the Comptroller’s Investigation

» LCF&R officers indicated that their signatures on the
unauthorized checks were not authentic

> The LCF&R board did not approve and was not aware
of the fraudulent activity

Cotton&
Company
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Case Study

The Talented AGA Member from Tennessee

OPPORTUNITY

F Ub

MOTIVE ATTITUDE
PRESSURE RATIONALIZATION
cS3tons
Case Study

The Talented AGA Member from Tennessee
FRAUD RISK FACTORS/INDICATORS

> Peer NO segregation of duties

A\

Lax governance and board oversight

> Reliance on trust rather than sound controls and
oversight

> An “it can’t happen here” attitude

Cottoné
Company
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Case Study

According to the Comptroller’s Investigation

Our investigation revealed a significant deficiency in the financial processes that contributed to
the former officer’s ability to perpetrate the misappropriation without prompt detection. The
financial process deficiency was:

e Lawrence County Fire and Rescue and Crossroads Volunteer Fire Department failed to
separate incompatible financial duties. The former treasurer determined which expenses
were to be paid, prepared and signed checks, and reviewed bank statements, with virtually
no oversight by the board.

Board members indicated that they have already corrected this deficiency.

Cotton&
Company

Case Study

Former
The Talented and Tragic/\AGA

Member from Tennessee
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Anti-Fraud Guidance

Cottoné
Company

Historical Perspective on Anti-Fraud Guidance

2000-2002 were traumatic years for the
accountability profession

* Enron, WorldCom, Tyco, Global Crossing, Waste Management,
Baptist Foundation of America, Peregrine, AOL/Time Warner,
HealthSouth, Adelphia, IMClone

« Demise of Arthur Andersen

In 2002, the AICPA formed a task force: The Antifraud
Programs and Controls Task Force

Cottonés
Company
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Antifraud Programs and Controls Task Force

Ronald L. Durkin, Chair Dan L. Goldwasser

KPMG LLP Vedder, Price, Kaufman, & Kammholz, PC
Audit Committee member

Mark Beasley Ronald B. Norris

North Carolina State University The Estée Lauder Companies Inc.

Toby J.F. Bishop Zoe-Vonna Palmrose

Association of Certified University of Southern California

Fraud Examiners

David Cotton Thomas M. Stemlar

Cotton & Company LLP Arthur Andersen LLP (retired)

Audit Committee member

George P. Fritz
PricewaterhouseCoopers LLP (retired)
Accounting & Auditing Consultants LLC

AICPA Staff
Charles E. Landes Michael P. Glynn
Director Technical Manager
Cgmi%’% Audit and Attest Standards Audit and Attest Standards

Historical Perspective on Anti-Fraud Guidance

The Task Force’s Mandate: develop “attestable
criteria” for an organization to follow in
implementing anti-fraud programs and controls

The Task Force rebelled against that mandate
* More immediately important guidance was needed
* Recent catastrophic frauds (Enron, WorldCom, Tyco, Global
Crossing, Waste Management, Baptist Foundation of America,
Peregrine, AOL/Time Warner, HealthSouth, Adelphia, IMClone)
ALL caused by management override of internal control

Cottonés
Company
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New Guidance for Audit Committees

I
AICPA —
z I FREE at:
| MANAGEMENT http://www.cottoncpa.com
{ OVERRIDE E— p:// - ba. ./
 oF INTERNAL — outreach/thought-leadership/
| CONTROLS: —
H The Achilles’ Heel
] of Fraud Prevention I
I
The Audit Committee
and Oversight of _—
Financial Reporting I Published in 2005
—— Soon to be updated ...
I

Management Override: The Achilles’
Heel of Internal Control

The Audit Committee’s Responsibilities
Actions to Address the Risk of Management Override of
Internal Controls

* Maintaining Skepticism

» Strengthening Committee Understanding of the Business Brainstorming

to ldentify Fraud Risks

» Using the Code of Conduct to Assess Financial Reporting Culture

+ Cultivating a Vigorous Whistleblower Program

+ Developing a Broad Information and Feedback Network
Appendix: Suggested Audit Committee Procedures:
Strengthening Knowledge of the Business and Related
Financial Statement Risks

* Incentives or Pressures on Management

+ Opportunities Management Can Exploit

Cottonés
Company
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A Restructured Task Force then Went
Back to the Future

Under IIA leadership (President Dave Richards), a
reconstituted task force returned to the original
(attestable criteria) mandate
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Is your organization fully
committed to protecting
stakeholder assets?

Managing
the Business

Risk of Fraud:
: ] FREE at:
A Practical Guide http://www.cottoncpa.com/

N wp-content/uploads/
) 2014/08/
- ManagingTheBusinessRiskofFr
- aud.pdf

LAICPAS Published in 2007
FACFE
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Managing the Business Risk of
Fraud: A Practical Guide
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Managing the Business Risk of
Fraud: A Practical Guide

APPENDICES:
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Anti-Fraud Principles

Principle 1: As part of an organization’s governance
structure, a fraud risk management program
should be in place, including a written policy (or
policies) to convey the expectations of the
board of directors and senior management
regarding managing fraud risk.

Principle 2: Fraud risk exposure should be assessed
periodically by the organization to identify
specific potential schemes and events that the
organization needs to mitigate.

Cotton:
Company

Anti-Fraud Principles

Principle 3: Prevention techniques to avoid potential key
fraud risk events should be established, where
feasible, to mitigate possible impacts on the
organization.

Principle 4: Detection techniques should be established
to uncover fraud events when preventive
measures fail or unmitigated risks are realized.

Principle 5: A reporting process should be in place to
solicit input on potential fraud, and a
coordinated approach to investigation and
corrective action should be used to help
ensure potential fraud is addressed
appropriately and timely.

Cotton:
Company
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FLASH UPDATE

The 2013 Updated COSO Internal Control
Framework added 17 Principles

Principle #8: “The organization considers the
potential for fraud in assessing risks to the
achievement of objectives.”

Cottoné

company
GOSD)
Internal Control — Integrated Framework
Executlve Summary
Cottonés
Company
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COSO Internal Control —
Integrated Framework Principles

02013, Commiriwe of Speesoring Crgarieatiors of the
Treadwy Commanion [EOSC). Uned by permasicn.

. a ‘ongeing sadier
thl-lit—u " = somtnle whsther
Idependesc bom J_ et 13D srpmieaton S
sl || et ey e pre-=T
performance of intarval scsscamant of dda. T p——
P e e T et . b T e
o e pe pesmmsechoie
O — QI I ey g
acvorseast st prsleniry Ty comeicine 1wty masae
o ] e
Ieibepan Govmighon ! bt e e g
e o e e iy
:):'——-. D et o smppertthe. :”"‘-
S s EE:-..—- ot st 1
ersmast of .
s Wgemart st 1;) erpastention E‘I.-n
Y  troagh ing of
*) ik icmts it st s okl anpacid
po—T ot ol 20 praceduras
Cottonés ek et it ey S el ==
Company e gt el o

COSO Internal Control —
Integrated Framework Principles

02013, Commiriwe of Speesoring Crgarieatiors of the
Treadwy Commanion [EOSC). Uned by permasicn.

Fraud Risk
Assessment
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Principle 8: The organization considers the potential for fraud in assessing risks to the achievement
of objectives.
The following points of focus highlight important characteristics relating to this principle:

« Considers Various Types of Fraud—The assessment of fraud considers fraudulent reporting, possible loss of assets, and corruption resulting from the various ways that
fraud and misconduct can occur.

ive and P The 1t of fraud risk considers incentives and pressures.

Opportuniti The 1t of fraud risk considers opportunities for unauthorized acquisition, use, or disposal of assets, altering of the entity’s reporting
records, or committing other inappropriate acts.

des and Rati izati The assessment of fraud risk considers how management and other personnel might engage in or justify inappropriate actions.

Cottoné
Company

Joint ACFE-COSO Task Force

COSO Principle #8 (Assess Fraud Risk) resulted in a
need for more specific guidance on assessing fraud
risk

Task Force updated Managing the Business Risk of
Fraud: A Practical Guide (originally published in
2007)

Update was completed by the end of 2015
Issued by COSO and ACFE in September 2016

Cottoné
Company
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Crawford & Associates, PC

Updated Guide

Similar to MBRF; more up-to-date
More emphasis on data analytics

5 Principles (slightly different than MBRF) and many
Points of Focus

5 Fraud Risk Management Principles correlate with
the COSO Components and Principles

More robust appendices
MBRF: ~80 pages
Updated version: ~285 pages

Cottonés
Company
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Figure 1. Ongoing, Comprehensive Fraud Risk Management Process

Monitor the fraud risk
management process,
report results and
Improve the process

Establish a fraud select, develop and

reporting process and de
ploy preventive
coordinated approach and detactive fraud

to Investigation and
corrective action e

Co(]or@]%tona-

Updated Guide Can Be Used:

I Just for complying with Principle #8—performing a
fraud risk assessment, or

U For developing and implementing a comprehensive
fraud risk management program

Co(]or@]%tona-
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So, L BN

You get to work one Monday morning and
your boss says,

“Hey, we need to do a fraud risk assessment in
order to comply with the new COSO Principle
about fraud risk, and we want you to head up
the effort to do that for us. Get started right
away and report back when you are done.”

Cottonés
Company

Establish the fraud risk
1ent team, considering:

- Appropriate management levels
/ - All organizational components
)

Identify all fraud schemes and |
fraud risks, considering:

- Internal and external factors
- Various types of fraud

- Risk of management override

T 0

Fraud Risk )
Assessment
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APPENDIX G: FRAUD RISK EXPOSURES

Improper period recognition of expenses
Improper use of special purpose variable interest entities

The following table illustrates the types of fraud schemes and fraud exposures an "

1 reflected balance including reserves
organization might encounter.  This listing is not meant to be all-inclusive, but rather, to *_Improper asset valuation
support an initial foran ization to identify areas to fraud. * Misstated inventory quantities
This list can serve as a starting point for the risk assessment process. By reviewing this +Misstated inventory values
list and asking, “could this happen in our organization,” the assessment team will gain +Misstated accounts receivable
an overview understanding of potential fraud risks. More focus will be needed to *_Misstated merger and acq
identify the organization’s specific industry, location, and cultural factors that can +Improper of
influence other fraudulent behavior. *_Changing or i
*Changing or manipulating useful lives, or salvage values
Intentional manipulation of financial statements through: * _Failure to recognize impaired assets
+ _Inappropriately reported revenues *_Unrealistic or estimates
*_Fictitious revenues ®_Misclassification of assets
*_Fraudulent audit confirmations : ipulating the value of i Sme
- " " M methods
. n?df“".'g — ref — to conceal *_Recording fictitious assets
: of + Concealed liabilities and expenses
| = Impeoper adjustments to estimates * Omission
°_Premature revenue i +_Sales returns and all and warranties
*_Side agreements C of operating expenses
*Billand hold * Unrealistic or estimates
+ Channel stuffing * Tax liability

Improper or unjustified idation entries
Inter-company i i i

Sham related-party

Improper use of special purpose variable interest entities
. improved and/or masked disclosures
Liabilities omissions

* _Round-trip transactions

+ Altered or false shipping d
* Sell-through agreements

*_Up-front fees
*_Holding accounting periods open

*_Failure to record sales provisions or . events
. i i of i *_Related-party
. ipulatit i d costs to complete *__Accounting changes
*_Improper contract or grant revenue and expense it - frauds uncovered
+ Product * Backds
False or inflated claims — Unrealistic or unsupported estimates
Inflated or unjustified change orders - 5 pristion of assets
* _Falsified or unsupported research . i i isiti i and use of assets.
«Falsified effort (time) reporting
* _Cost mischarging Mi of tangible assets by:
. iately reported expenses *_Cashtheft
CoRay
*_Sales register *_Con: loans
*Skimming *_Real estate
+ Lapping + Appraisal value
*_Collection *_Fraudulent appraisal
*__Understated sales *_Wire transfer
+ Theft of checks received *_ System password
*_Check for currency substituti +_Forged i
*__Lapping accounts . L transfer account
+_False entries to sales account + AT™M
*_Inventory padding *_Check and credit card fraud
* _ Theft of cash from register * Counterfeiting checks
*+ Deposit lapping + Check theft
¢ Deposits in transit *__Stop payment orders
+_Frau .t or lost credit cards
+_False refunds *_Counterfeit credit cards
*_False voids *_Mail theft
+_Small di *_Insurance fraud
*Check tampering *_Dividend checks
*_Billing schemes. . checks
+_Personal purchases with company funds « Premium
*_Returning merchandise for cash *_Fictitious payee
* _ Creation of false or fictitious vendors, suppliers, or *  Fictitious death claim
+_Delivery of purchased assets or inventory to ized locations T iting mé i
+_Payments for services not received + Vehicle insurance — staged accidents
*_Recording income on consi sales +_Inflated damages
*__Recording income on products shipped for trial or evaluation purposes * Rental car fraud
*_Payroll fraud *+_Pension fraud
* _Ghost employees * _Inflated final income used in benefit
*_Falsified hours and salary *__Under-reported income in years not used for benefit calcul.
*Failure to remove from payroll + False service reported for service purchase
*_Failure to report leave taken *+_Enrolling ineligible persons
& sales * Not enrolling all eligible persons
* Expense *_Inventory
*_Mischaracterized expenses « Misuse of inventory
* _Overstated expenses * _Theft of inventory
*_ Fictitious expenses * _Off-site or fictitious inventory
*_Multiple rei . ing and receiving
°_Loans *_False shipments
* loansto i borrowers *_Concealing inventory shrinkage
*_Double pledged collateral
*_False application i i Mis of intangible assets by:
CoRay
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* Theft of intellectual property

Business diversion

_Espionage

*_Resourcing
+tossof i “———pr . -
¢ Financial disclosure of interest in vendors
o + Ownership interest in suppli
< infiltration wnership interest in suppliers
 informants * Foreign Corrupt Practices Act (FCPA) violations
+_Trash and waste disposal *__Anti-bribery provisions
*_Surveillance *_Books and records violations
hd tion of customer goodwill *__Internal control

*_Proprietary business opportunities

Money

False

Corruption

Aiding and abetting fraud by other parties ( vendors)

*_Bribery and gratuities to

+_Companies

*_Private individuals

Public officials

False accounting entries

Unauthorized disbursements

Paying personal expenses from bank funds

cash payments

Theft of physical property

Moving money from dormant accounts

* __Receipt of bribes, kickbacks, and gratuities

Bid rigging

Kickbacks

*_Diverted business to vendors

*_Overbilling

lllegal payments

*_Gifts

+ Travel

*_Entertainment

* Loans

+_Credit card payments for personal items

*_Transfers for other than fair value

*_Favorable treatment

Conflicts of interest

*_Purchases

+ Sales

Cottoné
Company

Establish the fraud risk

1ent team, considering:

- Appropriate management levels
- All organizational components

Identify all fraud schemes and
fraud risks, considering:

- Internal and external factors
- Various types of fraud
- Risk of management override

L0

Fraud Risk

Estimate likelihood and
significance of each fraud
scheme and risk

Assessment

VA
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FRAUD RISK ASSESSMENT HEAT MAP

B

MEDIUM
8

SIGNIFICANCE

i
8
-l

LOW MEDIUM HIGH
Cg};gll‘)’é{; LIKELIHOOD OF OCCURENCE
Establish the fraud risk
1ent team, considering:
- Appropriate management levels
- All organizational components
Identify all fraud schemes and
fraud risks, considering:
- Internal and external factors
- Various types of fraud
- Risk of management override
[T . V-
Fraud Risk
Document the risk Estimate likelihood and
assessment Assess me nt significance of each fraud

scheme and risk

A

Assess and respond to residual
risks that need to be mitigated:
Determine all personnel and
departments potentially involved
considering the fraud triangle

-Strengthen existing control
activities
-Add control activities

-Consider data analytics

Identify existing controls and
assess their effectiveness
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Documenting the Fraud Risk Assessment

Non-Fnancis!
Asset
i ==
liegal Acts
and Comuption
SRons
Establish the fraud risk
1ent team, considering:
- Appropriate management levels
- All organizational components
Reassess risk periodically, Identify all fraud schemes and
considering changes: fraud risks, considering:

- External to the organization - Internal and external factors

- Operational - Various types of fraud

- Leadership - Risk of management override

[ . | W\
Fraud Risk
Document the risk Estimate likelihood and
assessment Assessment significance of each fraud
scheme and risk

A

Assess and respond to residual
risks that need to be mitigated:
Determine all personnel and
departments potentially involved
considering the fraud triangle

-Strengthen existing control
activities
-Add control activities

-Consider data analytics

Identify existing controls and
assess their effectiveness

dcotton@cottoncpa.com
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Appendices

A: GLOSSARY

B: ROLES AND RESPONSIBILITIES

C: CONSIDERATIONS FOR SMALLER ENTITIES
D: REFERENCE MATERIAL

E: DATA ANALYTICS

Cottoné
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Data Analytics

Data
Analytics Data Organization & Data Oburvmom &
Design Collection Calculations Analysis Remediation
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Appendices

F: SAMPLE GOVERNANCE MATERIALS
F1: FRAUD CONTROL POLICY FRAMEWORK
F2: FRAUD RISK HIGH-LEVEL ASSESSMENT
F3: FRAUD POLICY RESPONSIBILITY MATRIX
F4: FRAUD RISK MANAGEMENT POLICY
F5: FRAUD RISK MANAGEMENT SURVEY

G: LIST OF FRAUD RISK EXPOSURES

H: SAMPLE FRAUD RISK ASSESSMENT
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Appendices

I: FRAUD RISK MANAGEMENT ASSESSMENT SCORECARDS
11: FRAUD RISK GOVERNANCE
12: FRAUD RISK ASSESSMENT
13: FRAUD CONTROL ACTIVITIES
14: FRAUD INVESTIGATION AND FOLLOWUP
15: FRAUD RISK MANAGEMENT MONITORING
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Appendix I-1.

Fraud Risk Governance Scorecard
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Appendix I-2.
To assess the strength of ;.Miﬂzﬁqﬂnﬂnm,lﬂ:‘.u adesation neads i ing and i 1o bring fraud risk down 1o an aceeptable level
the crpanization'sfraud
gmmpms Yellow: indicating that the area, factor, of consideration needs some ing and imgr 10 bring fraud risk down to an acceptable level
each rma below and E.Gmidhﬁrumtemfmau ideration is strong and that fraud risk has been reduced — at least — 1o a minimally acoeptabie level
soore the area, facter o
comsideration as:  Each arma, facter, or consideration soored either red o yellow warrants having a note associated with it that

: dascribes the action pian for bringing it to graen on tha naxt scorecard.

T = Y
Involving Appropriate Levels of Management

Our fraud risk N Se—— P p— = -~
Our risk assessment team includes resources such as:
: Awmmd .
« information technology persormel o
. ‘:ﬂmdmlﬁuwsuml
*  Intemal audi persornel
- Im # o Ne B bl -’
senicr management, busi ¥ icipate in the risk ey
m«'lam*xhﬂrimm
Our fraud risk L Rzat ic plan, process maps, and control matrices 1o identify the population of activities that ae
potentialy exposed to fraud.
QOur fraud risk in brai g ions to identfy noentives, pressures, and opportunities 3 the risk of vetide of
controls; and the fraud risks that = most relevant to our oranizaticn.
Qur frand risk shares its fraud risk i on i ion with the board and solicits feadback from them.
Co(]or@]%tona-
Appendix I-3.
Fraud Control Activities Scorecard
Toassess thestengh of © @) Red: indicating that the ares, factor, o cosideration nesds jal strengthering and i tobring fraud risk down o an acceptabie level
te ooganization’s fad
control activities, carefully Yellow: indicating that the area, facicr, or considerati some strengthening and i 1o bring fraud risk down 10 an acoeptable level
assesspach aeabelow  :
and soore the area, facke, () Greem indicating that the area, facior, of onsidzration is s¥onq and that fraud risk has been seduced — at least — to 2 minimally acceptable level
o consideration as: :

: Each area, factor, of consideration scored aither red of yellow warrants having 2 note associated with it that
* describes the action plan for bringing it 1o green on the next scoecard.

Fraud Control Activiies Area, Factor or Consideration m

Promoting Deterrence Through Preventive and Detective Control Activities

We implemant detective controls in fose situzticas inwhich te i 5o of preventy be yor

Qu ization has | activities in place, such as basi Esory i | requil that are
known to employaes and those with whom we imaract.
Qur organization has covert control activities in place that remain winown to employees and those with whom we interact, such as data analytics procedures

designad to identify unusizal transactions.
Integrating With The Fraud Risk Assessment
i the fraud risk assessment revealed that there ities in place to mitigate an identif i Fectivaly this issue by
salecting, developing, and q th ¥ d; fisk 1o I,
Co(]or@]%tona-
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Appendix |-4.
Toassess the stengthof © (@) Redtindicating that the area, factr, o corsideration needs = ing and i to bring fraud risk down to 2n acceptable level
the ceganization’s fraud
lmgamnx:ml‘l Yellow: indicating that the areq, factor, or consideration needs i i 10 bring fraud risk down 10 an acoeptabile level
mxsmmm @ Green:indicating fat the area, facior, or consideration s strong and that Fraud rsk has been reduoed — at least — 1o  minimally acceptable level

area .
socea the e, {000+ Egch are, fackr, or consideratin scored either red or yellow warrants having 3 note assodiated with it that
considergten as: © dascribes the action plan for bringing it 1o green on he next scorecard.

Fraud lnvestigation and Corrective Action Area, Factor or Comsideration

nse Protocols

Appendix I-5.

Fraud Risk Management Monitoring Scorecard

Toassess thestrengthof (@) Red: indicating that the area, faricr, o consideration needs i gthening and i tobring ¥axud risk down %0 an acoeptable level
the omanization's fraud sk :

menagement monitorng, - Yellow: indicating that the area, factor, or considerati ds some ing and i 10 bring fraud risk down to 2n acceptable level
carefully assess each area *

befow and soorethearea, @) Green indicating that the ara, factor, or consideration is streng 2nd that fraud risk has been reduced — at lzast — 10 a minimally acosptabie level
factor, of consideration as:

* Each area, factor, of consideration soored either red of yeliow warmants having 2 note associaied with it that
¢ dascribes the action plan for bringing it to green on tha next scomcard.

Fraud Risk Management Monitoring Area, Factor or Consideration m m
Conmsidering a Mix of Ongoing and Separate Evaluations

Our tites on a real-sme basis

Our frav risk toring plan targets cur areas of highest fraud risk.

Our ing activities these aspects of the analysis p “Wh™ “Who,” “What” “Where,” and “What's neat?”

Our cnging menitoring activities includs data znalytics fi ions zbout information collected.

Qur ion performs separ; i help that our Fraud Risk M: Fam it ioning s designed.
Our sega luations of L and are not part of our

Qur sepa i intemal audit, others within the omganization, or third parties (outsourcers).
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Appendices

I: FRAUD RISK MANAGEMENT ASSESSMENT SCORECARDS
11: FRAUD RISK GOVERNANCE
12: FRAUD RISK ASSESSMENT
13: FRAUD CONTROL ACTIVITIES
14: FRAUD INVESTIGATION AND FOLLOWUP
15: FRAUD RISK MANAGEMENT MONITORING
J: HYPERLINKS TO ADDITIONAL TOOLS

Cotton:
Company

HYPERLINKS TO ADDITIONAL TOOLS

Points of Focus Documentation Templates

Cotton:
Company
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Points of Focus Documentation Templates

Fraud Risk Governance Points of Focus and Our Organization's Response

Points of Focus Our Organization's Response Including Cross-References to Other Material and

Makes an i Commif to Fraud Risk The board of directors
and senior management initiate the fraud risk management process by establishing an
organizational commitment to deter, prevent, and detect fraud.

Supports Fraud Risk Governance— The board of directors and senior management make an

to fraud risk as a key element of corporate
a C Fraud Risk Policy— The board of directors and
senior provide a solid ion of fraud risk by ishing a
comprehensive fraud risk management policy.
Fraud Risk Roles and i the

Organization— The board of directors and senior management identify the roles and

responsibilities of all personnel as they relate to fraud risk

the Fraud Risk Prog: The board of directors and senior
management ensure that the fraud risk programis
and updated on a regular basis.
Fraud Risk atall i Levels— The board of
directors and senior management support the ongoing effectiveness of the fraud risk
program by ining and icating a focus on fraud
deterrence, and detection the
Cottoné
Company

HYPERLINKS TO ADDITIONAL TOOLS

Points of Focus Documentation Templates
Risk Assessment and Follow-up Actions Template

Cottonés
Company
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Risk Assessment and Follow-up Actions Template

Fraud Risk Assessment as of [DATE]

Identified Fraud Risks and Likelihood [Significance
Schemes (1-10] [1-10]

People and/or | Existing Anti-Fraud | Preventive [C) or | Controls Effectiveness.
Department Controls Detective [D] [1-10] Residual Risks Fraud Risk Response

This column is
populated based on
results of the fraud
brainstorming
process

These columns
autiomatically
generate the
Control Activities
Tab columns
These columns
autiomatically
generate the
"heat map" that
graphs likelihood
versus significance

Cottonés
Company

Fraud Risk Heat Map

FRAUD RISK ASSESSMENT HEAT MAP

] This "heat map" is generated
! from the information in the Risk
I Assessmnent tab: ID number,
j Likelihood rating, and
Significance rating. Each
triangle would have the ID

:H ! Numberin it.

SIGNIFICANCE

INCONSEQUE NTIAL MORE THAN INCONSEQUENTIAL

__[i l
R IREEL I

TTTT1 1
REMOTE RESONABLY POSSIBLE PROBABLE

& LIKELIHOOD OF OCCURENCE

dcotton@cottoncpa.com
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Fraud Risk Ranking Matrix

Fraud Risk Ranking

D Identified Fraud Risks | Likelihood [Significance

Number and Schemes [1-10] [1-10] Risk Score Response Plan
These columns are ThisZmn is
populated from the calculated: Risk Score
Risk Assessment = Likelihood Score x
Matrix Tab Significance Score
[
The Fraud Risks/Schemes are displayed/listed
based on the Risk Score with the riskiest
(highest scores) at the top in descending order.
e
Points of Focus Documentation Templates
Risk Assessment and Follow-up Actions Template
Log for allegations of fraud and investigation results
e

dcotton@cottoncpa.com
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Log for allegations of fraud and investigation results

Fraud Investigations and Corrective Actions Taken

Resolution
Responsibility
Assigned To:

Date
Investigation
Completed

Date
Received

Recommendations

Dat
Disposition ‘ Reported To:

ate
Reported ‘ Resolution Decisions Reached

Description of Allegation | Source

Cottonés
Company

Cottonés
Company

HYPERLINKS TO ADDITIONAL TOOLS

Points of Focus Documentation Templates

Risk Assessment and Follow-up Actions Template
Log for allegations of fraud and investigation results
Interactive Scorecards

Library of Data Analytics Tests

dcotton@cottoncpa.com
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Corrupton
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CASH - SKIMMING

Library of Data Analytics Tests

ICash Receipts Analysis

Review sequential numbering of cash receipts journal to ensure no out-of- numbers

|Vertical Analysis

\Vertical analysis of sales accounts, (i.e., cash as a percentage of total assets over time, etc. can be used to detect skimming
at a high level)

Horizontal Analysis

Horizontal analysis of sales accounts, (i.e., cash percent change over time, can be used to detect at a high level)

ICurrent Ratio Analysis

I Track current assets to current liabilities over time

Quick Ratio Analysis

(Cash+Securitie: ) over Current Liabilities percent change over time

Inventory Analysis

Track inventory shrinkage due to unrecorded sales. Inventory detection may include statistical sampling, trend analysis,
reviews of receiving reports and inventory records and verification for material r i and shipping doct ion a:
as actual physical inventory counts

well

IRed Flags Bank employee the validity of a check

Red Flags Inspect for a forged 1t on a check

IRed Flags Inspect for an employee bank account with a name similar to the company name
IRed Flags Inspect for alteration of the check payee or

Journal Entry Review

/Analysis of journal entries made to the cash and inventory accounts to identify: (1) False credits to inventory to conceal
unrecorded or understated sales, (2) Write-offs related to lost, stolen or obsolete product, (3) Write-offs to accounts
receivable, (4) Irregular entries to cash accounts

Journal Entry Review

/Analysis of journal entries to review suspicous or inaccurate journal entries.

Journal Entry Review

Identify larger entries split into smaller entries to avoid exceeding their approval limit. To ensure authorization and validity of

the Journal Entry based on the approval limits

Cottoné
Company

Bid Rigging

Corrupton

Occupational Fraud and Abuse Classification System

Fraudulent

Asset
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Library of Data Analytics Tests
BID RIGGING
ICorruption: Bid Rigging ICompare inventory levels and turnover rates on a by project or by product basis, by region
[Corruption: Bid Rigging Inventory written-off and then new purchase made (total write-offs and quantities by product)
|Corruption: Bid Rigging ICompare contract awards by vendor (number of contracts won compared to bids
[Corruption: Bid Rigging |Sole sourced contracts - number of bids per contract
ICheck for vague contract specifications: (i) amendments, extension, increases in contract values, (ii) total number of amendments, (iii) original
(Corruption: Bid Rigging delivery date and final delivery date, (iv) original contract value and final contract value
Corruption: Bid Rigging Check for split contract (same vendor, same day)
(Corruption: Bid Rigging Bids submitted after bid closing date
|Corruption: Bid Rigging Last bid wins
(Corruption: Bid Rigging Low bidder drops out, and to higher bidder (compare contractor with invoice payee)
[Corruption: Bid Rigging Fictitious bids - verify bidders and prices
Cottonés
Company

Occupational Fraud and Abuse Classification System
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Library of Data Analytics Tests

REVENUE RECOGNITION
|Analysis of inventory that has been "segregated" or shipped to a third party intermediary where the customer has not taken title and
Bill & Hold lassumed the risks, yet the company has booked this isolated inventory as revenue
|Bill & Hold Identify revenue and i recorded prior to shipment
IChannel Stuffing |Compare discounts or i i on a monthly basis to identify unusual spikes at the end of the quarter or year.
IChannel Stuffing ICompare sales and corresponding returns on a per customer basis
Debt Swap Identification of Journal Entries with Net Debit to Liability and Credit to Revenue
Debt Swap Identification of Journal Entries with Net Debit to Liability and Credit to Expenses
Fake Invoices |Analysis of sequentially numbered invoices
Fake Invoices Benford's analysis of the first two digits to identify anomalies such as a disproportionate number of invoices starting with 7, 8 or 9
Fake Invoices |Analysis of company names that "sound like" known vendors
Fake Invoices [Examine inventory records to identify locations or items that require specific attention during or after the physical inventory count
Revenue R ion |Analysis and anomaly detection of the sequence of transactions to identify missing checks, invoices
Revenue R ion ICompare A/R credit memos to A/P invoices
Revenue R ion ICompare revenue reported by month and by product line during the current period with prior periods
IConfirm with selected, high risk customers relevant contract terms or question company staff regarding shipments near the end of the
Revenue R ion period
Revenue R ion Identification of revenue recognized at period end and reversed or partially reversed
[E-mail analysis of selected employees (accounting or sales) for "Rev Rec" related key words around incentive/pressure, opportunity and
Fraud Triangle Analytics rationalization
Cottoné
Company

Appendices

G: LIST OF FRAUD RISK EXPOSURES
H: SAMPLE FRAUD RISK ASSESSMENT
I: FRAUD RISK MANAGEMENT ASSESSMENT SCORECARDS
11: FRAUD RISK GOVERNANCE
12: FRAUD RISK ASSESSMENT
13: FRAUD CONTROL ACTIVITIES
14: FRAUD INVESTIGATION AND FOLLOWUP
I15: FRAUD RISK MANAGEMENT MONITORING
J: HYPERLINKS TO ADDITIONAL TOOLS
K: MANAGING THE RISK OF FRAUD IN GOVERNMENT

Cottonés
Company

dcotton@cottoncpa.com



Professional Development Training
AG A Prevent and Protect: The First Line of Defense
WAP‘I’ERO April 27, 2017

Future

103 Cotton&
Company

What Can We Expect to See in the Future?

e Data analytics will be where most of the focus
will be

104 Cotton&
Company
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Occupational Fraud and Abuse Classification System
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See: http://www.acfe.com/fraudrisktools/tools.aspx

What Can We Expect to See in the Future?

e Data analytics will be where most of the focus
will be

e More emphasis on “hotline” employee
reporting

106 Cotton&
Company

dcotton@cottoncpa.com

53



Professional Development Training
Prevent and Protect: The First Line of Defense

AGA° April 27, 2017

DALLAS CHAPTER

Figure 21: Initial Detection of Occupational Frauds
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Figure 34: Impact of Hotlines
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What Can We Expect to See in the Future?

e Data analytics will be where most of the focus
will be

e More emphasis on “hotline” employee
reporting

e More auditor focus on fraud risk management
(FRM)

109 Cottoné&,
Company

What Does FRM Mean for External Auditors?

e External auditors are required to assess fraud
risk

e Audits are risk-based: higher risk = more audit
work needed = higher audit fees

e |f you tell your auditors that you have
implemented rigorous fraud risk management
processes, their assessment of fraud risk
should go down ...

Cottoné&r
Company
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Prediction:

e Auditing standards will be revised to REQUIRE
auditors to evaluate and test management’s
fraud risk management system and processes

e Similar to the existing requirement that
auditors must evaluate and test
management’s system of internal control

Cottoné&,
Company

For consideration and pilot testing:

e Auditing standards already require auditors to
conduct expanded inquiries about fraud (i.e.
talk to employees throughout the
organization about fraud possibilities)

¢ Let’s have auditors set up an “audit hotline”
website at the beginning of the audit and
make it known to and accessible by every
auditee employee

Cottoné&r
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What Can We Expect to See in the Future?

e Data analytics will be where most of the focus
will be

e More emphasis on “hotline” employee
reporting

e More auditor focus on fraud risk management
(FRM)

e Perhaps, a 3@ COSO Framework

113 Cotton&
Company
COSO Frameworks
[81] [4]

COSD} cs)

Enterprise Risk Management

Intesnal €gntsal = Integrated Framewask Aligning Risk with Strategy and Performance

Executive Summar

Hy lr wwams\

[2,862]

Fraud

Coming soon ...
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Managing Fraud Risk:
ACFE/COSO Fraud Risk
Management Guide

Dave Cotton, CFE, CPA, CGFM
Cotton & Company, LLP
Alexandria, Virginia
dcotton@cottoncpa.com
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