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Think Like an Attacker!

Password Policy for Company X:
Length: 8 characters
Complexity Required: Three of the four (A, a, 1,!)
Lockout: 3 Attempts
Lockout Duration: Forever

QUESTION: Given the above password complexity is enabled on the system,
what be would your first guess for user account passwords?
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Existing Threats



Breaches By The Numbers

8 O m LANDRY'S
3 7 m credit-card breach
ANTHEM INC. HALIFAX /BANK  STARWOOD
personal information ASHELY MADISON OF SCOTLAND customer credit-
stolen from tens of more than 25GB of account activities and debit-card
millions of customers CAREFIRST user details stalen visible for up to information
BLUE CROSS and leaked publicly six years compromised
BLUE SHIELD in 54 locations
BITSTAMP 11M members’ CVSPHOTO.COM SCOTTRADE
theft of 19,000 MANDARIN names, birthdates, stolen credit-card 4.6M customers’ HYATT HOTELS
Bitcoins, worth ORIENTAL emall addresses and personal 93,000 customers”  personal, credit-card  malware infection
more than customer credit- and subscriber information from credit-card and Social Security  stole credit-card
$5 million card data stolen information hacked online photo site information stclen information stolen information

| | | | |
WEWWFD@'»@@E@@B

TWITCH ADULTFRIEND- HACKING HARVARD HILTON EXPERIAN / AMAZON
USEr Names, FINDER TEAM UNIVERSITY HOTELS T-MOBILE passwords
passwords and personal data attackers mare than malware personal compromised
other personal stolen from up claimed 20,000 records  infection stole  information
information hacked to 4M members  400GB in compromised credit-card compromised VTECH
dumped data information for over 15M HOLDINGS
ATLASSIAN PREMERA customers and 5M customer
up 10 2% of the BLUE CROSS OFFICE OF applicants of accounts
username and records OIfIa;M PERSONNEL T-Mobile breached
sword fnary as.Ll. MANAGEMENT
g::abase stolen customers 4M federal employees’ LIVESTREAM
exposed personal information customer database
compromised

stolen

tdell security 2016 threat report: hitp./dell.to/10Qeal4xX
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Current threat landscape

Attack type trends

*Hacking and malware remain
top means of attacks

*Social engineering attacks
trend sharply upward

«Slight upward trend of error-
based breaches

©2016 Crowe Horwath LLP
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Cybersecurity Threats

*Who's attacking me? -Upwards Trending Threats
*~80% of all breaches are due to «Ransomware

external actors Bus Ermail C .
«~20% from insider actors *BuUsSIness Email Lompromise

'Why? 3 1 0 0:0.000 . 0:0-1
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*~80% for financial gain
*~15% espionage
*~5% all else (ideological, grudge, fun)
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Source: Verizon 2016 DIBR
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Breaches By The Numbers

« Government

*Healthcare Providers and Insurers

* Higher Education Government ( 43.11% )
Healthcare ( 19.31% )
*Business Other ( 17.13% )
* Software Companies Technology ( 12.02% )
* Retail

Retail ( 5.62% )

* Major League Baseball Team
Education ( 2.8% )
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The Anatomy of a
Breach



How do breaches happen?

Initial
Point of Entry

Fortify and

Access Data Data Exfiltration

Initial Point of Entry
The point of entry represents how the attacker obtains initial access. Examples include

social engineering, unpatched internet-accessible systems, or weak passwords on
externally accessible systems. In a 2015 Mandiant case study, the initial point of entry
was achieved by logging into an externally accessible virtual system.

Pivot Point
The initial access typically does not provide the information the attacker is looking for.
They will take advantage of the initial access to try to increase authority on the network.
This could occur through shared passwords, unpatched systems, or excessive
privileges. In the Mandiant case study, the attackers took advantage of misconfigured
devices and shared passwords to eventually obtain domain administrator authority.

Fortify Access and Access Data
As the attacker pivots around the network, they continue to attempt to escalate their

authority until they have the necessary access. They will typically fortify their access by
installing malware or backdoors to maintain access. In the Mandiant case study, the
administrator credentials the attacker obtained also had authority to the cardholder
network, where they installed a card harvesting malware to capture credit card data.

Data Exfiltration
Once the attacker has data, they need to get it out of the network. This can be
completed through email or FTP. In the Mandiant case study, the malware wrote the
cards to a temp file on the database, which was copied to a server, then to a
workstation that had internet access, where it was sent via FTP to the attacker.

Source: “M-Trends 2015: A View From the Front Lines,” Mandiant, 2015,
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Initial Point

of Entry

Step 1 — Initial Point of Entry

©2016 Crowe Horwath LLP
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Initial Point
of Entry

*The first step in any attack is gaining access to something:

*The goal is to:
» Gain a foothold or beachhead to attack from
« Compromise some level of access, preferably a user account
* Don’t rock the boat

©2016 Crowe Horwath LLP
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Pivot and
Escalate

Step 2 — Pivot and Escalate

©2016 Crowe Horwath LLP
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Pivot and
Escalate

Enumerate The Network Setup
* [dentify what is nearby or, if you can make some noise, the network subnets
» Use network routing protocols (ex: EIGRP / OSPF) protocols
* Domain Name Service (DNS)

*|dentify the Directory and Controllers
* Enumerate users and groups
* Enumerate systems and servers

*ldentify targets nearby that you can access
* Reused local administrator passwords
* Reused authentication keys
» Users with local administrator access
* Misconfigured databases

©2016 Crowe Horwath LLP
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Pivot and
Escalate

Limit the attack surface
* At the network layer via Access Control Lists (ACLs)
* At the host layer: Disable services not in use (Netbios/LLMNR)

*Ensure network protocol authentication

«Segment critical or important network segments, such as Databases, PHI, PCI,
HR, IT into their own networks.

 Setup access control lists to actually limit the communication, otherwise you haven’t
mitigated the risk

©2016 Crowe Horwath LLP
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Fortify and
Access Data

Step 3 — Fortify and Access Data

N




Fortify and
Access Data

*As an attacker, it's important to keep activities “low and slow” but this presents a
problem

* Access must be made persistent. This can be achieved in many ways:
* Redundancy by controlling numerous systems
« Alter system configurations to reconnect regularly, as a scheduled task or on boot
 Create multiple connections to the same system
* Introduce additional vulnerabilities

*These all have trade-offs, as they can leave remnants on systems or create
network noise

©2016 Crowe Horwath LLP
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Initial Point Pivot and Fortify and DEE]

Exfiltration

of Entry Escalate Access Data

* Time to play the waiting game, looking for data across everything you own

Internet Network

&

lhird-Party

Email

Local Files

.
Intranet Printers Applications Physical Backups

Media
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Fortify and
Access Data

*Weak file shares with permissions allowing full access

* Microsoft SQL Server which allows local OS administrators full database access

*Unencrypted backup tapes or mobile devices (and laptops)

Lack of outbound network port and web proxy filtering

*SharePoint intranet website without permissions limiting access

* Printers which allow access to recently scanned documents

©2016 Crowe Horwath LLP 18






-Data Exfiltration is the process an attacker goes through to get the data
out of the network into systems that they control.

*As a few examples, some of the channels attackers use are:
* Email Services — Including both personal email services (Yahoo, Gmail, Hotmalil, etc.) and
corporate emails

* File Transfer Services — Such as FTP, Cloud services (Box, DropBox, OneDrive, etc.), or
any file services

* Network Tunnels — Such as VPN connections to remote solutions
* Physical Media — USB storage, CDs, etc.

» Covert channels — Highly technical channels such as tunneling network traffic through DNS
or ICMP requests

©2016 Crowe Horwath LLP 20



* Limit outbound data connections!
* Perform an outbound scan for accessible services
* What is really required for business?
* Logging to the rescue — Firewalls allow you to log individual hits.

* Web proxies allow warning messages for uncategorized sites, or you can block them and
require IT approval for access.

* DNS should be allowed outbound only from actual DNS servers/IT management.

*Data Loss Prevention (DLP)

* DLP solutions can help to monitor or even stop potentially sensitive information from
leaving the organization.

*DLP is a PROGRAM not a PRODUCT
* Are you receiving alerts? Does the organization follow up on alerts?
» Have you tested the program?

©2016 Crowe Horwath LLP 21



Response



Assessing the Relevancy of Threats

MISCELLANEOUS ERRORS 29.4%
CRIMEWARE 25.1%
INSIDER MISUSE

PHYSICAL THEFT/LOSS

WEB APP ATTACKS

DENIAL OF SERVICE 3.9% frequency of
incident
patterns across
all security

1incidents!

CYBER-ESPIONAGE
POS INTRUSIONS

PAYMENT CARD SKIMMERS

Tverizon dbir 2015: hitp://vz.to/11LoZPv
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POSINTRUSIONS 28.5%
CRIMEWARE

CYBER-ESPIONAGE

INSIDER MISUSE

WEB APP ATTACKS

frequency of
incident
patterns with
confirmed data
breaches!

MISCELLANEOUS ERRORS

PHYSICAL THEFT/LOSS

PAYMENT CARD SKIMMERS

DENIAL OF SERVICE
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|dentification of Sensitive Assets

*Understand the Data Flow of your Organization

*Create an Inventory of Systems and Assets

b

*Hold Management Accountable

 Test and Audit Regularly
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How Does And Organization Deal With These Risks

* What is the organizational strategy to Information Security?
* How involved is Management in this strategy?
* What level of risk are we willing to accept?

*We can no longer expect to prevent all
breaches from occurring, so where do
we focus?

* Detective Controls — Can | identify breaches
or attempts to breach my data?

* Data Protection — How difficult is it to get to
my sensitive data?

*Incident Response — Similar to Disaster
Recovery, have | tested my plan?

*Data Loss Prevention — \What methods are

available for an attacker to exfiltrate data to the
Internet from my systems?
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Information Security Frameworks

COBIT 5 ISO 27001/27002 NIST cybersecurity

framework

OCTAVE allegro

- more focus on - controls have wider - subset of verbose sp
alignment with coverage than NIST 800-53 NIST
business goals, CSF framework
governanceroles - accepted standard - control set (no risk
(2nd & 3 line of in many countries language)
defense) - supports certification - detailed guidance for

- control set (no risk process technical controls
language) - Mapsto NIST CSF, - MapstoISO 27001,

- maps to ISO COBIT COBIT

27001, NIST CSF - many publications

risk-based approach
aligns with NIST risk
assessment
publication sp 800-
39

Provides steps,
worksheets,
questionnaires; not a
control framework

©2016 Crowe Horwath LLP

26



Crowe Horwath.

Thank you.

Please connect with us for any questions or additional information:

Lucas Morris

214.777.5257
lucas.morris@crowehorwath.com

In accordance with applicable professional standards, some firm services may not be available to attest clients.

This material is for informational purposes only and should not be construed as financial or legal advice. Please seek guidance specific to your organization from qualified advisers in your jurisdiction.

© 2016 Crowe Horwath LLP, an independent member of Crowe Horwath International
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