


® Use a VPN for sen

( ® Backup your devices separately
@






®* Cloud Col

( * Knowledge Based Authentication
J



WATCH THIS HACKER
BREAK INTO

MY CELL PHONE ACCOUNT

IN 2 MINUTES j




PASSWORD STRENGTH

UNCOMMON
(Nov-GipgeRer) | SRDER
BAsE WoRD ~ UNKNOWN

Troub4dor &3

CAPS? COMMON
SUBSTITUTIONS
( You (AN AOD A FEW FORE BT To

RCOUNT FoR THE TR THAT THiS
1S ONLY ONE OF A FeW CoMmon FORMATS)

PUNCTUATION

NUMERAL

~28 BITS OF ENTROPY

28
27= 3 DAYS AT
1000 GUESSES /seC
( PLAUSIBLE ATTACK ON A WEAK REMOTE.
WEB SERVICE. YES, CRACKING A STOUEN
HASH 15 FRSTER, BUT 115 NOT WHAT THE
AMERAGE USER SHOULD WoRRY ABCUT.)

DIFFICOLTY T0 GUESS:

EASY

WAS T TROMBONE? NO,
ROUBADOR. AND ONE OF
THE Os WRS A ZERQ?

\
AND THERE WAS
SOME SYMBOL...

N

DIFFICULTY To REMEVBER:
HARD

FOUR RANDOM
COMMON WORDS

correct horse battery stople

~ 44 BITS OF ENTROPY

2" =550 YEARS AT
1000 GUESSES/SEC

DIFFicOLTY T0 GUESS:

HARD

DIFFICULTY To REMEMBER:
YOUVE ALREADY
MEMORIZED IT

THROUGH 20 YEARS Of EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS

To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.

PERMANENT LINK TO THIS COMIC: HTTPS://XKCD.COM/936/
IMAGE URL (FOR HOTLINKING/EMBEDDING). HTTPS:/IMGS.XKCD.COM/COMICS/PASSWORD_STRENGTH.PNG







* 9. gqwerty (Dowr-n 5)

®* 10. iloveyou (Unchanged)
O



work / Vacation

® Enticement for access




(f ® Place of Employment
@






® Redirects

® Untrusted Sites




® Client Datc

® Encryption







