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Disclaimers

 I am not a licensed cybersecurity professional

My experience and research

 This is a highly dynamic environment

You will have homework

 I will include a pointless pie chart
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Objectives

 Enhance Awareness of Evolving Cyber Threats

Deepen Understanding of Targeted Attack Vectors

 Identify and Implement Effective Defense Mechanisms

 Promote Cyber Hygiene Best Practices

 Empower Attendees to Apply Knowledge Practically
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Top Threats to Individuals 5

 Phishing and Social Engineering

 Mitigations: Awareness Training, Verification Steps, Use Anti-Phishing Tools

 Malware

 Use Reliable Antivirus Software, Regular Updates to OS and applications, Avoid 
Suspicious Links and Downloads

 Ransomware

 Regular Backups, stored offline, Training on phishing, Endpoint Protection Solutions

 Mobile Device Vulnerabilities

 Use Multi-Factor Authentication (MFA), Only Download Apps from Trusted Sources,  
Use Secure Networks or VPNs

 Man-in-the-Middle

 Use Encrypted Connections (HTTPS), Avoid Public Wi-Fi for Sensitive Transactions, Use 
VPN Services



Top Threats to Companies 6

All of the Above

Supply Chain Attacks

Vendor Risk Management, Network 

Segmentation, Continuous Monitoring

 Insider Threats

Access Control based on roles, Employee 

Monitoring, Regular Audits



Pointless Pie Chart 7



Top New Threats 8

 Advanced Persistent Threats (APTs)

 Network Security Measures, Patch Management and Vulnerability 
Mitigation, Access Control and Privilege Management

 Identity-Based Threats

 Strong Authentication (MFA), Regular Identity Verification, Zero Trust 
Security Model

 Evolving Social Engineering Tactics

 Continual Training on new tactics, Behavioral Analysis Tools, 
Enhanced Communication Verification

 AI-Driven Attacks

 Enhanced Security Training, Advanced Detection Tools with AI, 
Regular System Updates



Examples 9



Best Practices 10

Be suspicious and alert

Regular Training on the latest tactics

Up-to-date Detection/Prevention Software

Multi-Factor Authentication (MFA)

Endpoint and Network Security

Backups and Data Protection

Continuous Monitoring



Summary 11

Cyber threats require proactive and adaptive 

security measures

Greatest risk         Carelessness

Human Awareness – Auditor Mentality

Homework: Find and report a threat



Q&A
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Thank You!
TRAILBOSS@THEDATACOWBOY.TECH (WORK)

ANDREWMCLEANGIBBS@GMAIL.COM (NON-WORK)

HTTPS://WWW.LINKEDIN.COM/IN/ANDREWMGIBBS/ 
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The Data Cowboy LLC delivers tangible value 

to clients by providing decades of data and 

technology expertise combined with timeless 

cowboy values. 

Our Services:
• Data & AI Consulting

• Program Management

• Keynote Speaking

• Professional Education

mailto:trailboss@thedatacowboy.tech
mailto:andrewmcleangibbs@gmail.com
https://www.linkedin.com/in/andrewmgibbs/
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