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What is program integrity and why is it important?

The term “program integrity” encompasses the concept that programs should be 
organizationally and structurally sound and capable of achieving their mission without 
compromise. It is the umbrella under which payment integrity, internal controls, fraud 
risk management, and improper payments prevention fall. 

Introduction

Program integrity is a foundational concept that seeks to ensure that agencies develop 
and maintain governance structures, controls, and processes to safeguard taxpayer 
resources. As shown in figure 1, program integrity is a broad concept with numerous 
components, including fraud risk management. This playbook focuses on fraud risk 
management, but it is important to consider how a fraud risk management program 
connects with other components of your program integrity effort, including internal 
controls, improper payments prevention, and ERM.

Figure 1: Program Integrity
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INTRODUCTION (continued)

Overall, the playbook offers guidance on how to proactively manage fraud risk in order to 
prevent fraud within agencies. While the playbook is not meant to provide an exhaustive 
list of fraud risk management activities, it will help you start building a robust antifraud 
program and exemplifies our first piece of advice—just do something, start somewhere. 

How is the playbook organized?

The playbook includes 16 plays, which are organized into the following four phases:

1. Create a Culture—Build a culture that is conducive to both integrity efforts and 
furthering antifraud measures at your agency.

2. Identify and Assess—Identify your fraud risks and develop a path forward for 
executing, repeating, and expanding a fraud risk assessment that is unique and 
customizable for your agency.

3. Prevent and Detect—Develop or strengthen antifraud controls that mitigate 
your highest risk areas and start or advance your fraud analytics program.

4. Insight into Actions—Use available information, either within your agency, or 
from external sources, and turn that insight into actionable tasks.

Figure 2: Four-Phased Approach
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Figure 12 provides a high-level overview of how the Playbook aligns to the Fraud Risk 

Framework. To provide further context, we have developed a detailed crosswalk to 

display how each play aligns to the components and sub-components within the Fraud 

Risk Framework. 

You can use this crosswalk to better understand how the Playbook aligns to the Fraud 

Risk Framework, and to better understand what elements of the Fraud Risk Framework 

you are working towards adopting as you complete the plays. Further, as displayed, 

completing the checklist items included in each play will help your adopt the practices 

within the different components of the Fraud Risk Framework.

Click here to access the crosswalk.

Appendix A (continued)

Figure 12: GAO's Fraud Risk Framework and the Antifraud Playbook
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Fraud Risk Assessment 

The Fraud Risk Framework outlines five key elements of the fraud risk assessment process, 
which include:

• Identify inherent fraud risks affecting the program—Managers determine 
where fraud can occur and the types of fraud the program faces, such as fraud 
related to financial reporting, misappropriation of assets, or corruption. Managers 
may consider factors that are specific to fraud risks, including incentives, 
opportunity, and rationalization to commit fraud.

• Assess the likelihood and impact of inherent fraud risks—Managers conduct 
quantitative or qualitative assessments, or both, of the likelihood and impact 
of inherent risks, including the impact of fraud risks on the program’s finances, 
reputation, and compliance. The specific methodology managers use to assess 
fraud risks can vary by program because of differences in missions, activities, 
capacity, and other factors.

• Determine fraud risk tolerance—According to Standards for Internal Control in 
the Federal Government, a risk tolerance is the acceptable level of variation in 
performance relative to the achievement of objectives. In the context of fraud risk 
management, if the objective is to mitigate fraud risks—in general, to have a very 
low level of fraud—the risk tolerance reflects managers’ willingness to accept a 
higher level of fraud risks, and it may vary depending on the circumstances of the 
program.

• Examine the suitability of existing fraud controls and prioritize residual fraud 
risks—Managers consider the extent to which existing control activities mitigate 
the likelihood and impact of inherent risks. The risk that remains after inherent risks 
have been mitigated by existing control activities is called residual risk. Managers 
then rank residual fraud risks in order of priority, using the likelihood and impact 
analysis, as well as risk tolerance, to inform prioritization.

• Document the program’s fraud risk profile—Effectively assessing fraud risks 
involves documenting the key findings and conclusions from the actions above, 
including the analysis of the types of fraud risks, their perceived likelihood and 
impact, risk tolerance, and the prioritization of risks.

Appendix A (continued)
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Appendix E  

ACCT Assess, Coordinate, Communicate, and Train

ACFE Association of Certified Fraud Examiners

AGA Association of Government Accountants

CMS Centers for Medicare and Medicaid Services

CO Contracting Officer

COR Contracting Officer Representative

DNP Do Not Pay Business Center

EBT Electronic Benefit Transfer

ERM Enterprise Risk Management

GAO Government Accountability Office

IG Inspector General

IoT Internet of things

IPERA Improper Payments Elimination and Recovery Act

OIG Office of Inspector General

OMB Office of Management and Budget

PII Personally Identifiable Information

SOP Standard Operation Procedure

USCIS U.S. Citizenship and Immigration Services

VBA Veterans Benefits Administration

Acronym List


