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Introductions Polling Question #1
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The ization’s cyb ity risk strategy, and policy are established,

communicated, and monitored.

Govern Function Categories

GOVERy

~Organizational Context (GV.OC)
NIST +Risk Management Strategy (GV.RM)
Cybersecurity . *Roles, Responsibilities, and Authorities (GV.RR)

Framework *Falicy (GV.PO)
«Oversight (GV.OV)
*Cybersecurity Supply Chain Risk Management (GV.SC)

DETECT Informs how an organization will implement the other 5 Functions

Available Resources

Management

Governance Oversight

Response

Portfolio

NIST IR 8286, Integrating Cybersecurity and
Enterprise Risk Management (ERM)

« NIST IR 8286A, Identifying and Estimating
Cybersecurity Risk for Enterprise Risk

«  NIST IR 82868, Prioritizing Cybersecurity
Risk for Enterprise Risk Management

«  NIST IR 8286C, Staging Cybersecurity Risks
for Enterprise Risk Management and

NIST IR 82860D, Using Business Impact
Analysis to Inform Risk Prioritization and

NIST SP 800-221 and 221-A: Enterprise
Impact of Information and Communications
Technology Risk: Governing and Managing

ICT Risk Programs Within an Enterprise Risk

CSF 2.0, Figure 5

Source: IIA Global Risk in Focus (2025)

Florida OCIG Enterprise Cybersecurity Audits Completed

the NIST F) and s in sync with the

ida Cybe
CSF version 11. These are being updated to 20.
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Polling Question #2

» Does your organization have a dedicated enterprise risk management
council (or similar body overseeing ERM)?
*A. Yes
* B. No, it is integrated within an existing management council
* C. No, our organization has a cybersecurity risk governance council
* D. No, my organization has management councils in various risk
domains
* E. Don’t know

£ 24125 0CIG Cyber Pathways

11

12



1/13/2026

Polling Question #3

 A. High
* B. Medium
*C.Low
* D. Not Sure

* What level of risk do cyber threats present to your organization?

Polling Question #4

for over the next 12 months?(open ended)

* In one or two words, what are the top cybersecurity risks you are planning
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